
Operation  ARP Message

    1 ARP request
    2 ARP reply
    3 RARP request
    4 RARP reply

0 15  16 318

Hardware Type Protocol Type

HA Length PLength Operation

Sender HA (octets 0-3)
Sender HA (octets 4-5) Sender IP (octets 0-1)

Sender IP (octets 2-3) Target HA (octets 0-1)
Target HA (octets 2-5)

Target IP (octets 0-3)

ICMP Message
Type

0 Echo reply
3 Destination unreachable

(also used by PMTUD)
4 Source quench
5 Redirect
8 Echo request

ARP / RARP Packet (Ethernet Type =0x806)

0 15  16 317  8

8-bit type 8-bit code 16-bit checksum

(data depends on type and code)

ICMP Message

8 bytes

0 15  16 31

16-bit source port 16-bit destination port

16-bit UDP length 16-bit checksum

data (if any)

UDP Packet

0 15  16 31

20 bytes

16-bit source port 16-bit destination port
32-bit sequence number

32-bit acknowledgement number

HLen reserved flags 16-bit window size
16-bit urgent pointer

options (if any)

data (if any)

TCP Packet

0 15  16 31

data

options (if any)
32-bit destination IP address

32-bit source IP address

flags
16-bit total lengthDSCP/ToSHLen4

16-bit identification
TTL protocol 20

bytes

Internet Protocol Datagram (Ethernet Type  = 0x800)

16-bit header checksum
13-bit fragment offset

PDU Header Chart

16-bit checksum

IPv4 Flags
- - X More
- X - Don’t Fragment
X - - Unused

IPv4 DSCP/ToS
XXXXXX - - DSCP Value
- - - - - - 0 0 Discard in congestion
- - - - - - 0 1 ECN enabled (A)
- - - - - - 1 0 ECN enabled (B)
- - - - - - 1 1 Congestion indication

Copies of this chart will be issued in EG/ES 3567 Examinations G. Fairhurst, 
2006 (v07)

IP Protocol Types

 0  IP   
 1  ICMP 
 2 IGMP
  6  TCP  
17 UDP

Well-Known TCP/UDP Server  Ports

Port Service
(decimal) 

23 Telnet
25  Mail
69 TFTP
80 WWW (http)


