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Abstract

This document proposes a security framework for the Ultra-Lightweight Encapsulation (ULE) protocol. It proposes an extension format for the Ultra-Lightweight Encapsulation (ULE) protocol, and defines the mechanisms to be used to exchange and manage keys. This is intended as a work item of the ipdvb WG.
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1. Introduction

This document describes a table-based address resolution mechanism for unidirectional links. This may be used  with the ULE [ULE] encapsulation supporting transport of IP datagrams or other network layer packets over ISO MPEG-2 Transport Streams [ISO-MPEG].  The terminology used is defined in [ULE].
XXX description XXXX





2. AR Protocol

































   2.1. The Payload formaty

   The protocol uses the payload format of the DTCP protocol. This is a 'unidirectional protocol', messages are only

   sent from Feeds to Receivers.

   The general packet format is shown in Figure 3.  Fields contain binary

   integers, in normal Internet order with the most significant bit

   first.  Each tick mark represents one bit.

   0                   1                   2                   3

   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   | Vers  |  Com  |    Interval   |           Sequence            |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Figure 3: Packet Format

   Every datagram contains the following fields, note that constants are

   written in uppercase and are defined in Section 7.5:

   Vers (4 bit unsigned integer): DTCP version number.  MUST be

      DTCP_VERSION.

   Com (4 bit unsigned integer): Command field, possible values are

      1 - JOIN   A message announcing that the feed sending this message

           is up and running.

      2 - LEAVE  A message announcing that the feed sending this message

           is being shut down.
8 -  AR Associate (map an IP address)
9 –  AR Delete    (unmap an IP address)
10 – AR Solicit   (request an IP address)
   Interval (8 bit unsigned integer): Interval in seconds between HELLO

      messages for the IP protocol in "IP Vers".  Must be > 0.  The

      recommended value is HELLO_INTERVAL.  If this value is increased,

      the feed MUST continue to send HELLO messages at the old rate for

      at least the old HELLO_LEAVE period.

   Sequence (16 bit unsigned integer): Random value initialized at boot

      time and incremented by 1 every time a value of a message

      is modified.

Hello Join/Leave

   0                   1                   2                   3

   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   | Vers  |  Com  |    Interval   |           Sequence            |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   | res |F|IP Vers|  Tunnel Type  |   Nb of FBIP  |    reserved   |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                   Feed  BDL IP addr (FBIP1)    (32/128 bits)  |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                             .....                             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                   Feed  BDL IP addr (FBIPn)    (32/128 bits)  |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   res (3 bits): Reserved/unused field, MUST be zero.

   F (1 bit): bit indicating the type of feed:

      0 = Send-only feed

      1 = Receive-capable feed

   IP Vers (4 bit unsigned integer): IP protocol version of the feed

      bidirectional IP addresses (FBIP):

      4 = IP version 4

      6 = IP version 6

An alternative would have been Address Family Identifier (AFI) defined in RFC 1058.

   Tunnel Type (8 bit unsigned integer): tunneling protocol supported by

      the feed.  This value is the IP protocol number defined in the IANA registry 
      [RFC1700] [iana/protocol-numbers for IP packets] and their legitimate

      descendents.  Receivers MUST use this form of tunnel encapsulation

      when tunneling to the feed.

      47 = GRE [RFC2784] (recommended)

      Other protocol types allowing link-layer encapsulation are

      permitted. [iana/protocol-numbers for IP payload] Obtaining new values is documented in [RFC2780].

   Nb of FBIP (8 bit unsigned integer): Number of bidirectional IP feed

      addresses which are enumerated in the HELLO message
This number MAY be zero –when the DTCP protocol is used ONLY for AR.
   reserved (8 bits): Reserved/unused field, MUST be zero.

   Feed BDL IP addr (32 or 128 bits).  The bidirectional IP address feed

      is the IP address of a feed bidirectional interface (tunnel end-

      point) reachable via the Internet.  A feed has 'Nb of FBIP' IP

      addresses which are operational tunnel end-points.  They are

      enumerated in preferred order.  FBIP1 being the most suitable

      tunnel end-point.

7.2. DTCP on the feed: sending HELLO packets

   The DTCP protocol runs on top of UDP.  Packets are sent to the "DTCP

   announcement" multicast address over the unidirectional link on port

   HELLO_PORT with a TTL of 1.  Due to existing deployments a feed

   SHOULD also support the use of the old DTCP announcement address, as

   described in Appendix B.

   The source address of the HELLO packet is set to the IP address of

   the feed interface connected to the unidirectional link.  In the rest

   of the document, this value is called FUIP (Feed Unidirectional IP

   address).

As long as a feed is up and running, it periodically announces its

   presence to receivers.  It MUST send HELLO packets containing a JOIN

   command every HELLO_INTERVAL over the unidirectional link.

   Referring to Figure 1 in Section 3, Feed 1 (resp. Feed 2) sends HELLO

   messages with the FBIP1 field set to f1b (resp. f2b).

   When a feed is about to be shut down, or when routing over the

   unidirectional link is about to be intentionally interrupted, it is

   recommended that feeds:

      1) stop sending HELLO messages containing a JOIN command.

      2) send a HELLO message containing a LEAVE command to inform

         receivers that the feed is no longer performing routing over

         the unidirectional link.

0                   1                   2                   3

   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   | Vers  |  Com  |    Interval   |           Sequence            |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   | res |F|IP Vers|   Nb of FBIP  |                    reserved   |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                   Addr Rec === FLAGS === RESV PID               |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                             .....                             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                   Addr Rec|

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Addr Rec = 

FLAGS =  { MASKED | RANGE | SINGLE }{MAC} | {PID HASHED}| RESV 

MAC 

PID
Splitting AR information over multiple UDP Packets
How does RIP deal with this?

Dealing with partially received information

Defining scope – by what?  Source address.

How do you know which tunnel to use? – same question as how do you know which PID to use to start with!!



































































































































































































3
. Description of AR Protocol

3.1 Hello Messages

This processes creates/destroys an AR protocol entity.

3.2 Reset Messages

3.3 Cache updates

A Receiver accepts the information via the protocol, providing the packet passess the sanity checks and the scoping check.

It then extracts the list of AR records.

AR records marked as withdrawn are removed from the AR cache.

AR marked as update are added to the AR cache (if not already present).  All entries that are created or upodated have their timestamp code updated to the AR sequence number.

Periodically every PURGE_PERIOD the Receiver scans the AR Cache and removes items whose sequence number is more than MAX-LIFE less than the last receiver sequence number (using modulo XXX arithmetic).

3.4 Address Resolution Process
4. Summary

   This document defines an AR protocol.
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5. Security Considerations

Security issues resemble those of NDP, and RFC3077.
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Annexe A: Illustrative Examples

[RFC EDITOR NOTE 

– This section must be deleted prior to publication]

DOCUMENT HISTORY

This draft is intended as a study item for the IETF ipdvb WG.  Comments relating to this document will be gratefully received by the author(s) and the ipdvb mailing list at: ipdvb@erg.abdn.ac.uk
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